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No. of Pages: 2 , including cover
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Deputy General Counsel
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Department GENERAL COUNSEL 400 Seventh 5t., SW.
nuﬁlmnlmm al Washington, D.C. 20590

Office of the Secretary
of Transportation

July 10, 2003

Daniel Marcus

General Counsel

National Commisgion on Terrorist Attacks
Upon the United States

301 7® Street SW, Room 5125

Washington, DC 20407

Dear Dan:

This is in response to your letter of June 13, 2003 inquiring about the status of the
Department of Transportation response to the Commission’s Document Request No.1.
This memorandum provides a summary of documents that DOT has submitted to date in
response to the first document request.

Item #1: Responses were submitted on May 28, June 5 and June 9. We believe this item
has been fully responded to. In addition, TSA may have additional information as
indicated in the FAA's May 28 transmittal memo.

Item #2: Although not specified in the June 5 and June 9 memorandums from the FAA,
the information provided by the FAA in response to Item #1 also covers this item so we
believe this item has been fully responded to.

Item #3: As FAA indicated in their May 28 transmittal memo, this information primarily
resides with TSA. However, there are 3 memorandums of understanding between FAA
and the US Secret Service that we will be providing to the Commission.

Item #4: This item was fully responded to on May 28,

Item #5: The FAA provided radar data in text form as part of the first submission on
May 28. On June 4, the Commission staff was briefed on the tracking of the four
hijacked flights. Subsequently, FAA pravided a CD with the same briefing (not
documented in a separate memorandum by the FAA), Additionally on June 4, portions of
the radar tracking for three of the hijacked flights were viewed by five staff members in
the FAA’s Air Traffic lab. This presentation included radar and voice communications.
The FAA is following up with a transcript of the communications between oyr Air
Traffic Control facilities that handled the flights and the communications with
Department of Defense elements on September 11, 2001. We will forward the transcript
to the Commission as soon as it is available, With regard to the remaining data and
information that the FAA released to the NTSB following 9/11, we are in consultation
with the NTSB and other agencies to determine the protocol for releasing the remaining
information.

Item #6: This itemn was fully responded to on May 28.
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Item #7: FAA submitted materials on June 5 and June 9 that address this request.
Although the request was specific to FAA handling of hijacked airliners, we have
included additional information on actions the FAA took as a result of lessons leamed
from 9/11. We are in the process of determining whether there is additional
documentation that would respond to this request item. In addition to the information
that has already been provided by the FAA after 9/11, the Secretary of Transportation
formed Rapid Response Teams to address longer-term airport and aircraft security issues.
Copies of those Rapid Response Teams’ Reports are attached.

Item #8; As we have indicated previously, the documents provided to the Joint Inquiry
by DOT will be provided by TSA.

We will provide outstanding documents as soon as possible for the remaining items
discussed above,

Finally, we are putting together the briefings discussed in the DOT Briefing Request No.
1 and will be working on responding to DOT Document Request No. 2,

Please |et me know if I can be of further assistance.
Sincerely,

=

Rosalind A. Kna
Deputy General Chunsel

Attachments
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News
U.8. Department af Transportatian

Report of the Secretary's Rapid Response Team on Airport Security
October 1, 2001

Extraordinary challenges require extraordinary measures, The terorist attacks on America of September 11, 2001 require
that we reform our Nation's aviation security system In fundamental ways. On September 27, President Bush launched

this process of reform by announcing his proposals for (1) an expanded federal air marshal program, (2) a $500 million
federal grant program to strengthen aircraft security, (3) federal management of ‘sirport security and screening servicas,

and (4) pending full implementation of federal oversight of airport security, the call-up of National Guard troops by State
Govemors to augment existing security staff at commercial alrports nationwide.

To build on the President's proposals and make the Nation's airports more secure, the Rapid Response Team has
soncluded that:

« Alrport passenger scraening must be placed under the direct contral of a new federal law enforcement agency
housed within the Department of Transportation,

» Relevant law enforcement and Intelligence information must be shared on a continuing basis with those
responsible for aviation security.

New technologies must be deployed mare widely to augment the aviation security program.

Airport passenger screening and other security procedures must be strengthened o ensure that they provide
adequate protection for alr travelers,

There Is an urgent need to establish a nationwide program of volunfary pre-screening of passengers, together
with the issuance of “smart” credentlals, to facilitate expedited processing of the vast majority of air travelers
and to enable security professionals to focus thelr resources more effectively.

‘his report addresses the security issues that arise at airports In connection with travel on commerclal airlines./! A
letalied discussion of specific actions follows, A separate Rapid Response Team will report on security jssuss arising in
onnection with aircraft construction and operation.

his Team recognizes the need to achieve a balance between improving airport security and minimizing air travel
isruptions. The freedom to travel not only is a basic tenet of the American way of life, but also contributes to the [ivelihood
nd economic well being of every American citizen. For this reason, as the Department of Transportation and other federal
gencies work to implement the recommendations of this report, the airline and alrport communities should be provided
fith the oppoertunity to participate in the design and validation of new requirements as they are formulated.

inally, the Team wishes to underscora its conviction thet the measures proposed in the pages that follow can and should
@ implemnented in a way that is wholly consistent with America's commitment to the protection of eivil rights.

RECOMMENDATIONS

EDERALIZATION OF AVIATION SECURITY

scommendation 1; Establish a new federal security agency, housed within the Department of Transportation, to

tywww.dot. goyiaffuiesalrportses.him Pagn | of §
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serve as the law enforcement arm for U.S. transportation, starting with commerclal aviation.

The Rapid Response Team applauds the President's decision to place under federal control the management of
passengerscreening at U.S. airports. The Team also believes that this function should be vested In a new faderal
transportation security agency with full law enforcement authority. The agency's responsibilities for airport security would
include the supervision of all functions related to airport passenger and baggage screening. The screening function would
be significantly higher in quality, while preserving accessible air transportation as a competitive, vital, and essential
component of our economy.

Consistent with the President's proposals, the new traneportation sacurity agency would establish new standards for
security operations; would perform intensive background checks and train and test screeners and security personnel;
would purchase and malntain all equipment: and would work cooperatively with other law enforcemeant authorities at the
federal, state, and local levels.
The new security agency would hire, train, and deploy to airports throughout the Nation a cadre of uniformed federal
ransportation securiy officers. Consistant with the 'I;rasldmt'n proposals, these officers would oversee and manage the
‘ull range of airport securlty functions to be carried out by federal or contract personnel, Including but not limited to:

« screening of passengers, baggage, and alrcraft:

* patrolling secure areas of the airpart;

* monitoring the quality of the airport's access control;

exercising federal amest authority;

training of contractor personnel in the performance of screening and selected other security functions; and

working with law enforcement authorities at the federal, state, and local levels and serving as a key facilitator of
eoordination with the Department of Homeland Security.

‘he federal transportation security agency would also have respongsiblility for;

« manitoring and disseminating relevant threat information, law enfarcement data, and other relevant intelligance;
» oVerseeing alr carriers' compliance with FAA security regulations; and
» conducting background checks required of persons working at an airport.

he new security agency would provide an effective response to the percelved passenger screening and airport access

eficiencies in the present strycture. In particular, the new office would be able to eitract and retain a meotivated corps of law
nforcement and security professionals. Likewise, security background checks would be conducted in keeping with
Snsistent federal standards, while training in security requirements and procedures would be provided on a more

Jmprehensive, uniform basis. Most important, standards would be consistently high throughout the Nation, allowing

avelers to enjoy the convenience of air travel with a heightened level of confidence in the integrity of the system.

ecommendation 2: Integrate law enforcement and national sacurity Intslligence data with airline and alrport systems,
cluding passenger reservation, scresning checks, employee background chacks, employee and passenger
entification, and access protocals to alrcraft and secure arsas within airports. This could be carried out under the
ispices of the Office of Homeland Security.

is time to change fundamentally the way our airports, airlines, and law enforcement and intelligence communities use,
are, and process law enforcement and national security data, Doing sa will provide the underpinning for (1) rapid
spanse by airline and airport operators to terrorist threats; (2) an ephanced screening of airport and airline employses
d passengers, including the more effective use of the Computsr Assisted Pre-screening Passsnger System: and (3) the
plication of new technologies for identification purposes and to enhance security access at airports.

weyw.dor. gov/aifairsfalmortsecbun Page2of 5
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Recommendation 3: All aidines and airports should designate a seniorlevel security officer and that officer should
possess a security clearance at a level required to act on sensltive Intalligence information.

Airport authorities and airfines must have a person at each airport in possession of a security clearance at a level sufficient

to enable effective interaction with the law enforcement and Iinteliigence communities and ensune that swift and decisive
action js taken in response to sensitive information that is made avallable.

Recommendation 4: New technologles for the positive identification of passengers, airport workers and crews,
detection of explosives, and more effective passenger and baggage screening should be incorporated in airport
security programs as soon as practicable.

An array of new technologies exists with the potential to enhance dramatically the quality of passenger and employse
Identification, tracking, and verification. Similar improvements in explosive detection technologles and passenger and
baggage screening are algo being developed. Properly deployed, these tools can be a powerful weapon in the war against
terrorism. The Rapid Response Team urges that available technologies be incorporated mare widely in our airport
security program as soon as practicable.

Becommendation §: The Federal Aviation Adminlstration should establish an Aviatioh Security Technology
Consortium, including public and private sector participants, to Identify, sponsor, and test new security-related
technologies at our Nation's airports. ' -

The Team urges the creation of an Aviation Security Technology Consortium under the auspices of the FAA — including

sublic and private sector members — to identify, sponsor, and test new security-related technologies at cur Nation's
iirporis.,

lecommendation §: The Department of Defense should conduct an accelerated review of classified technologles with
rotentlal application to aviation security with a view to identifying and, consistent with national security requirements,
leclassifying applications likely to be of value.

\s part of the Nation's effort to exploit new technologies in protecting aviation against terrorism, It is essential that sensitive
schnalogies currently subject to govemment classification be reviewed to ensure thet applications of possible relevance to
he avietion security challenge are not overlooked. Where such applications hold potential promise and can be adapted
vithout compromising national security, they should be appropriately declassified.

lecommendation 7: Apply the Gomputer Assisted Passenger Pre-Screening System (CAPPS) to all passengers.

‘APPS is a new process for analyzing information known about a passenger in the carries reservation system and
scoring" the passenger either as a "selectee” or a "non-selectee.” This process allows the security system to focus
Hention on a selected population of passengers for each filght, while the majority of passengers pracess through the
tandard security system. Application of this new process to all passangers would materially strengthen overall sscurity,

ecause it is essential that all passengers be subjected ta a CAPPS screening prior to boarding, the Team recommends
at all passengers now be required to check In at a location where CAPPS can be applied. [t is preferable, where
osslble, that selectee status be determined prior to the passenger's processing through a screening checkpeint. Airlines
stimate, however, that 40-80 percent of passengers do not check baggage and proceed directly to boarding gates for
“eckin there. The configuration of many major airports is based on this pattem. Requiring all passengers to check In
riar to processing through passenger screening checkpoints, therafore, is likely to clog the checkin process unacceptably
-a great many locations. Aecordingly, the Rapid Response Team believes that airlines and alrports must work together
ith the FAA to find effective ways of applying CAPPS io passengers prior to their passage through screening checkpoints.

wrwwdotgov/afisiny/irpartapo htm Pagedof s
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: Each person traveling from an ajrport required to meet Federal Aviation Regulation Part 107
(which governs security at airports with scheduled commerclal air carrler service) should be screened at an
approved sereening checkpoint. In addition, all carry-on ltems In the possession of sach person travellng on a

scheduled commerclal air carrier should be screened at an approved screening checkpoint, This provision should
apply to all air carrier employess and crews.

Under current provisions, air carrier employees, such as baggage handlers, mechanics and ticket agents, may fly as
passengers without having been screened, The Team recommends that this exception be terminated immediately, and
that every passenger, regardless of status, be required to pass through a screening checkpolnt prior to boarding.

Recommendation 8; Institute improved processes for screening persons and carry-on Itsms/baggage.

First and foremost, the public expects visible improvements in passenger screening. Second, the most effective way to
fulfill the public's expectation and increase the probabiltty of stopping an attack is to foous the highest lavel of scrutiny on
those passengers most likely to pose a genuine security risk. Third, the measures employed must cover the widest
Jossible array of threats, from handguns to explosives to knives, which may or may not be detected by metal detector.

The Rapid Response Team has recommended, In a submission restricted to official use only, ways of screening both
islectees and non-selectees consistent with thess basic principles.

lecommendation 10: Carry-on luggage should be limited to one carry-on bag and ene personal article such as a purse
yr briefcase. The existing fimitation on "passengers only" beyond screening checkpoints should be continued,

'he enhancements recommended In this paper, particularly with respect to screening selectees, will require that mare
ime and attention be devoted to sach piece of carry-on. By limiting the number of items needing to be screened more time

3 made available to screen items carefully. Overall, a more thorough and less time-pressured screening will Increase
iffectiveness,

his recommendation logically follows already enacted limitations on who may have access to sterile areas through

¢m:'éll1lg checkpoints. The overriding concept is to limit the amount of screening to be dons, thereby having more time to
olt :

ecommendation 11: Untll the new federal transportation security agency becomes fully operational, each airport
aquired to meet FAR Part 107 ehould station a fixed-post law enforcement officer or Natipnal Guard member at sach
creening checkpoint while it is in operation.

urrently, most screening checkpoints in the United States are staffed by contract security personnel. Stationing &
niformed officer at the Nation's screening checkpoints will immediately improve public confidence inthe screening
‘ocess and it will better enable timely law enforcement suppart of the procass.

ecommendation 12: Each alrport required to meet FAR Part 107 should revalidate identification and access medla
iat provide access to secured areas of airports,

‘storically, accounting for access and identification media has been difficult and an overall weakness in ajrport access

introl systems. Already underway, this action is Prudent, as it simply establishes a clean baseline from which future
:cess media and identification enhancements may be built.

wcommendation 13: Each airport, alrfine and related service company required to meet PAR Part 107 and 108 should
'gin revalidation, under federal standards, of the background and criminal history checks previously conducted on
'persons who have access to secured areas of the airport. This revalidation should Include checking each person

ainst a coordinated federal security database and notifying appropriate federal authorities of discrepancies or other
levant information discovered during such revaildation processes,

ider current rules, persons have been allowed access to secure areas of airports based on a review of their employment
itory and, only when there are unexplained gaps in employment, a criminal history check. The type of terrarist planning
It was displayed on September 11 Indicates that this level of check is not adequate. By checking Individuals' records

worw. dot.gov/ulfaire/eirportsec.him Pogedals
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against a database of criminal history, known terrorists or persons illegally in the United States, It is more fikely that access
to secured areas of airports can be protected against undesirable persans. It Is important to point out that these

requirements will be largely dependent on implementation of Recommendation 2 (integration of law enforcement and
intelligence information).

. To the extent not already accomplished subsequent to September 11, 2001, each alrport
operator required to meet FAR Part 107 should change codes on all aceess doors and re-key all lock systems. The
codes ehould be changed within 72 hours and the re-key should be aceomplished within 30 days.

Like access media and identification, lock and key control has historically been difficult for airports to manage. It I prudent
to accomplish re-keying so that a new control baseline is established. Regarding access hardware that utilizes codes,

compromise of the codes is another recurdng problem. Codes can be easily captured by observation or even by the fact
that careless employees sometimes write these codes on the wall next to the access point,

Recommendation 16: The FAA should begin reviewing alrport security programs containing exclusive-use and tenant
iccess control agreements to determine the necessity of, and reasonable time frame for medification of, such
igreements In order to ensure that a single entity Is respansible for securlty in all areas of the airport.

~urrently, the dijffusion of respensibility for airport security amang the FAA, the airports, and airport tenants creates an
inacceptable |evel of fragmentation and potential loss of cantrol over security management. Some fixad-based operator
enants, for example, do not have securlty personnel, resulting in weak or little monitoring of access to secured areas.

tecommendation 16: There is an urgent need to establlsh a voluntary means by which passengers might submit to an
ffective pre-screening regimen and thereby qualify for more expedited processing.

& passenger volume retums to normal levels, more efficient ways of moving passengers through the security system to
1e aircraft will be required. The Team belleves that there is an urgent need to establish a nationwide program for the
oluntary pre-screening of passengers, together with the issuance of *smart" credentials (taking advantage of biometric
nd other emerging technologles to validats personal identity). Passengere whose identities and backgrounds have been
alidated in advance through such a program could be processed, upan presentation of their credentials, through a less
itense security process, enabling security professionals to focus their resources mors effectively. Even prior to the
stablishment of such a program, the use of U.§, passports as a discriminator should be considered as a possible

ieans of facilitating the passenger screening process. These approaches would streamline passenger screening
ithout compromising security requirements.

l_ Issues arising In connection with general aviation, Including the operstion of corporate aireraft, are beyond the scope of
Is report. The Team recommends, howsver, that a similar Initiative be undertaken to explore ways of further enhancing
& security of general aviation facilifes and operations.

warw.dot.govialfirsfuirporeeam Puge 5of 3
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_ News
U.5. Department of Transportation

Qctober 1, 2001

"he threat to aviation safety has changed, and so must our response. The events of Septemnber 11 changed forever our
‘oncepts of appropriate avietion safsty. The yse of a hijacked aircraft as a weapon requires a new strategy to ensurs that
he crew always retains control of the aircraft.

‘0 combat the new threat and restore public confidence in commercial aviation, this report documents our consideration of
hanges to aircraft design and operation. Augmented by the supgestions and recommendations received from all
ources, one or more of the following goals 1) to deter the hijack plan, making it too difficult, expensive or undesirable to
5e aviation as weapon of terror; 2) to deny access to the fiight deck by any threat; 3) to delsy access to the flight deck,
llowing the crew time to take protactive measures; 4) and to recover control through aggressive crew response.

0 build on the President's proposals and meke the Nation's aircrafis secure, the Rapid Response Team has concluded
1at;

Some appropriate flight deck barrier device must be approved and installed in the entire U.S. fleet and future
design of flight deck doors must mest newly determined requirements,

;i;nh:eili‘zl changes must be made at all alflines regarding Identification and access of all personnel to the
d

Airline Industry, unions, and FAA should redesign sacurity training with possible implementation of defensive
capabllities to address newly-ldentified threats, Incorporate changes into the annual curriculum, and provide
security training to all crewmembers,

Each airfine, in cooperation with the FAA or other government entities must develop a dellvery system to
provide government security advisories to crewmembers in a timely manner.

A task force should determine the necessary modifications to assure continuous transmission of a
transponder signal,

All airfines, pilots and the FAA should jointly id rocedures in pllot training that could be adapted In an
attampted IIhllli:l:lrlg. g iy g
Is report addresses the security issues that arise at airorafts In connection with travel on commercial airlines. A detailed
cussion of spectic actions follows.

',',';;“"“ Rapid Response Team will report on security issues arising in connection with aircraft construction and
aration,

ally, the Team wishes to underscore its convietion that the measures proposed in the pages that follow oan and should
Implemented in a way that is wholly consistent with America's commitment to the protection of civil rights.

RECOMMENDATIONS

tewv.dor.goviabihireslreradimoohim Poge 1 of 6
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ELIGHT DECK DOOR DESIGN

; We recommend that some appropriate barrier device be approved, and Installation begin
within 30 days. Installation throughout the entire U.S, fleet should be completed in 90 days. We recommend that FAA

enable the Installation of these devices through urgent regulatory action that provides the airlines with a simple,
expedited method for approval and installation.

The multiple attacks of Septsmber 11, 2001, require that changes be made to the flight deck door that will deny access to
an intruder. The safety requirements related to rapid decompression and emergency access, however, must be
sonsidered. Flight deck doore en U.S. airine aircraft were designed principally to ensure privacy, so thet pilots could focus
an their normai duties, uninterrupted by activity in the passenger cabin, Doors wers not designed to meet significant
security threats such as small arms fire or shrapnel, or the use of blunt force to enter the flight deck.

lhe prevention of unauthorized access can be improved by the simple addition and use of a deadbolt, a cross-bar, a net or
yther barrier devices, Our discussions and consultations with other aviation experts Indicate that this installation on any
ndividual aircraft can typieally be accomplished overnight.

lesides affording an orderly work environment for the flight crew, flight deck doors have other important safety

sharacterlstics. Current design standards require that the door must not hinder emergency exit from the flight deck or
npede rescue efforts Into the flight deck after an accident,

-urrent doars are designed to ensure that rapid decompression does not cause a failure, which could have catastrophic
ffects on the alrcraft. Such a failure is theoretically possible in such an event, if the pressure cannct be equalized
etween the flight deck andthe cabin in an expeditious manner. Preliminary research indicates that a rapid
ecompression on the flight deck side of the door has a low historical occurrence. This research has revealed no

ccidents caused by a rapld decompression in the flight deck. This may be because the decompressions have not been
1pld emough or the venting method worked as designed.

he addition of a deadbolt or another barrier may hinder crew exit, rescue, and the venting that the door's original design
rovided, Given the newly identified security risks, we recommend the FAA allow the use of a deadbolt or other barrier

2vice, in the short-term, until the impact of these devices on decompression and rescuefexit can be determined and an
temative approach is designed.

scommendation 2: We recommend that the Industry identify and address the risks regarding rapid decompression
1d exit and rescue assoojated with the barrier devices that have been installed. Within 6 months, steps should be
ken to accomplish the following:

)  Approve a door design to ensure:

adequate venting of a closed and locked flight deck door in the event of 2 rapld depressurization in the flight
deck area, Venting may Involve provision of either a venting means or release of the door locking
mechanism,

in the event of an emergency, exit and rescue of the fiight crew, and

barrier against Intrusion,

(2) Provide a barrier a

gainst access by an Intruder through the venting feature of those flight deck doors having
vents.

thin 1 year from approval of the door design, conduct a retrofit of the entire U.S. fleet of aircraft.

2re may ba more permanent and effective solutions that require longer time for implementation. The current fight deck
or and associated bulkhead are not designed to minimize or mitigate the negative impacts from breaches caused by
nt force, ballistics, fragmentation, or other explosive effects.

angthening of the flight deck door can be divided into the following areas: (1) Improved locking, hinge, door handle, and
ir frame Integrity; and (2) Using spesialized materials to mitigate the catastrophic effects from ballistic, fragmentation,

ww.dol.gov/affairsfubrers e hom Pageicfs
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and explosives devices attacks, A deslign and performance specification with specific design requirements must be
developed and approved which would include identification of the amount of load(s) the door and bulkhead must sustain
from an attack and take into account the force that can be expected in an explosive decompression.

ion 3; We recommend that ongoing work in the Aviation Rulemaking Advisory Commiftee Design for
Security Harmonlzation Working Group be completad within 60 days, with respect to door design standards.

Safety considerations must address flight crew evacuations, venting, or an emergency crew response by flight attendants if
2ne or all of the flight deck crew become Incapacitated. There have been situations where a flight attendant wae able to
Jull an incapacitated pilot from the cantrols and aliow the other piiot to fy the airoraft safely to the ground. :

eco on 4: We recommend that a future design of the doors mest the requirements of rapid
lecompressjon, flight crew rescue and exit, and protectio

\nother strategy for controlling access on some aircraft in the longer term Is @ mantrap, which is a set of two doors that
Bquirea the perscn to enter the first while the second Is closed. The person cannot pass through the second door until
"e first door is closed. This system provides security in at |east three ways. It makes it difficult to forcibly gain entry by
nocking down a single door, it allows time to evaiuate the person In the mantrap before releasing him or her through the
econd door, and it allows antry of only one person at a time. This design will have limited applicability to most aircraft in
e U.8. fleet because, for sxample, the passenger entry door is too close to the flight deck to accommodate this design.

LIGHT DECK ACCESS

ecommendation 5: We recommend that these flight deck procedural changee be made at all airlines within 30 days.

fith an immediate goal of adding barrlers to the flight deck, we must address access (o the flight deck and how it will be
ntrolled. Sinca the events of September 11, airlines and their pilcts and fiight attendants have implemented their own
oeedures, which include:

Prohibiting passengers from lotering at the forward lavatery and galley areas

Leaving cuntains/dividers open between cabins to allow for unobstructed views

Reinforcing crew coordination to facilitate immediate reporting of suspicious activitiss to other crewmembers

Suspending pre-flight beverage service during the passenger bearding pracess to allow flight attandants to focus
on passenger boarding

'I;‘u: uiring the forward lavatory and the interphone to be operational for dispatch

identifying those entering the flight deck, using peepholes, codewords, or other similar methods
Putting the jumpseat in the down position during flight if doing so inhibits access to the flight deck

th the flight deck no longer readily accassible to flight altendants, they must have a method for immadiate notification to
) flight deck during a suspected threat in the cabin. On recelpt of such a warning, the pilot would eheck 1o make sure that
+ flight deck door is secure and begin immediate landing procedures. Consideration shouid be given to eystema that

aht be installed in the alreraft as well as a device that could be carried by a crewmember. In those aircraft equipped with

automated evacuation slarm system, it may in the near term be an effective tool for such natification,

hml ar:andﬁﬁ' on 8 We recommend that industry develop a plan of feasible alternatives for emergency wamings
n 30 days,

ne airines have instituted additional screening of pilots from other airines and are accommeodating them by seeting
ww.dol. pov/alTaira/uireraftsec.h m
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them in the passenger cabin on Space-available basis. We agree that improved screening should be required until
credential verification can be improved, consisting of identification check before boarding the alrcraft and again after

boarding the alrcratt, by the flight crew. A simple question and answer technique is recommended. Additionally. jumpseat
occupants should display canspicucusly a pleture identification at all times on the aircraft.

?M!ﬂiﬂgﬂ We recommend that alrlines and pllots unlons develop procedures that will allow gate and fiight
eck pe

rsonnel to verify the credentials of a Ron-company pliot or flight engineer who asks to occupy a Jumpseat
within 6 months.

n the long-term automated or other systems should be considered to accomplish positive Identification of all filght
srewmembers before entering the aircraft,

haPmmm We recommend FAA and industry define requirements for an automated system to valldate, in
eal time, the Identities of persons with legitimate accessto the alrcraft, within & months, (Universal access

dentification). Implementation will be based on those requirements, when defined.

‘here Is consensus that cameras to monitor and view the area outside the flight deck door may add value. There should
€ continuous lighting outside the flight deck door for visibility, as well as to provide lighting for cameras. However,
lzcement of & monitor in the limited space on the flight deck is a challenge. Whils thers may be value in video or audio

ystems which provide information about activities throughout the cabin, we have no consensus onwhether or how to
roceed with this technology

m ion 8: We recommend that Industry evaluate the use of cameras and lighting outside the flight deck
oor within 6 months.

scommendation 10: We recommend industry workwith the FAA to evaluate these factors and make
commendations for perscnal protection within & months. We recommend the implementation of defensive
Ipabilities in accordance with the recommendations of the evaluation, within 1 year of recelving the recommendation,

@ support the netion of crewmembers using non-lethal defensive capabilities in the cabin area and on the flight deck in
ack emergencies. This is & new appraach to aircraft security, provoked by the atiacks of September 11™. Our proposed
curity strategy would requirs that the flight crew door remain locked during a suspected security threat, leaving flight

endants with the responsibility to address ai| cabin disturbances without the help of the flight deck crew, The
¥wmembers should have access to non-lethal devices and specific setf-defenss training.

the case of non-lethal devioes, there is consensus that the goal of such devices is to deter any terrorist plan, deny
2ess tothe flight deck, retain controi in the cabin, of if necessary recover control on the flight deck, There is no clear
nsensus on what type or how many non-lethal devices should be placed on the aircraft or who should have access to
:h devices. However, ALPA recommends installation of stun guns on the flight deck. Ta reach consensus, the following
tors must be evaluated:

The appropriate type(s) of non-lethal defensive capabilities and the relative effectiveness of each

Domestic and intemational rulee and laws gaverning the use of non-lethal protective devices

Training and qualifying for all crewmembers in the use of such devices

Weapons contro| (in a sealed/locked compariment on board the aircraft) and strict accountabilty procedures

Standard operating procedures to maintain control of the situation after the device has been used
Recurring maintenance and Inspaction of the devices

Preventing acoess to these devices by passangers

ommendation 11; ALPA recommends the FBI present reasons for or against Its proposal to arm pilots,

‘0 lethal weapons, the Air Line Pilots Assaciation (ALPA) has taken a public position that a volunteer program be

iblished with specific guidslines forarming pilots in flight. Other members of the task force have Identified numerous
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issues requiring resolution befors consideration is given to arming the pllots. These issues should be considered to
determine whether they can be overcome,

2: We recommend Industry, unions, and FAA redesign securlty training to address newly-

o an
dentlfied threats within 30 days, Incorparate changes Into the annual Curriculum within 60 days, and provide security
training fo all crewmembers within & months after updating the curniculum,

tacommendation 13: We recommend that each airline, in cooperation with the FAA or other Government entities,

levelop within 60 days a delivery systsm or procedure to provide Government security advisorles to crewmembers In
timely manner, including Immediats threat information to affected alrcraft in flight.

\ related issue is the delivery of relevant securlty information

'anner. For international operations, there is a requirement that crew briefing include relevant security threat
nformation. The same practice should be applied to U.S. domestic operations. We need a delivery system fo pemmit
rewmembers and other appropriate persons to receive the latest security advisories, as needed, Airline dispatchers must

ike on the responsibility to forward al| Immediate threat information to affectsd aircraft in flight. The system should take
ivantage of avallable technology for distribution of this Information.

ABIN SEARCH PROCEDURES

to crewmembers and other affected personnel in a timely -

icommendation 14: We recommend the FAA provide more guidance on the conduct of cabin searches within 30
tys. Airlinas will continue to conduct the

cabin search apd to provide sufficient time and training for those
ersonnel. No cabin search duties should be assigned to flight or cahin crew,

scent security directives require cabin search procedures to minimize risk. Curent procedures do not guarantee that
38e conducting cabin searches are trained adequately on best practices and use of the most recent technology. We are

3 endorse the recently introduced FAA Security Direclives requiring cabin search proceduras. However, there Is a need
‘additional training for those personnel conducting cabin searches.

commendation 16: We concur with the recomm

endatlon of the Alrport Security Team to develop a new Federal
surlty agency and we recommend that the new

agency be responsible for conducting searches of aircraft cabins.

a long-term option, we believe this task should be assigned to some sort pf Federal security force, Creating such a
¢ would avoid the need to assign additional responsibilities to current carrier personne| who may not be as familiar
h dangerous items or who may be performing other dutles under limited time constraints.

\NSPONDERS

We recommend the creation of an FAA-industry task force to detsrmine the necessary
Iifications to assure continuous transmission of a hijack signal, even if the fight deck-selected code or function Is
ied off. Recommended action is to he defined within 30 days,
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One |ssson from the attasks of September 11" s the importance of ensuring continuous transpender communication with
sirtraffic coptrol (ATC) following a hijacking. Without

the transponder switch in a fully active position, ATC can {rack an
airgraft anly by primary rader, which does not indicate aircraft identity and altitude, The loss of this information causes other
sircreft to lose awareness of the flight in progress.

tcommendation 17: We recommend that within 30 days,
‘ocedures in pilot tralning, including

airlines, pllots, and the FAA should Jointly identify
jacking to contro| a hilacker.

depressurization and rapid descent, that could be adapted in an attempted

sclyde the use or limit the ness ofsuch methods, any proposals must be validated for effective
Inablity before implementation,
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